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The Inflection
Point

* Al systems can now discover and
chain vulnerabilities faster than
humans can review, test, and deploy
patches

* Discovery velocity has crossed
remediation capacity

* Thisis not theoretical — projects like
Glasswing make it explicit

* Thisis now a “physics” problem and
not a tooling gap

Relative Yolume / Speed

Discovery Velocity Has Crossed Remediation Capacity

@ vulnerability Discovery Velocity . Remediation Capacity




The Question No
One Is Asking

Al-Accelerated Discovery Asymmetrically Benefits Attackers

) What gOOd IS flndlng 1 ’000 VUlnerabllltleS _ Attacker Capability Gain
if | can’t safely fix 1,000 vulnerabilities? o Costion teversae

* Patch pipelines are throughput-limited by é,?iié‘ré’fgt%on
design |

Defender Remediation Capacity

) Change risk grOWS Superlinearly With High Cost / Throughput Limited
volume

* Backlogs are not a management failure—
they are a mathematical certainty

* Tools like Glasswing asymmetrically
benefit attackers



Discovery Scales Exponentially Patching Scales Linearl

Why the Patch-Centric
Model Breaks

Patching Is Reactive by Definition
* Patching Is Reactive by Definition
* Occurs after code is written
* Occurs after the vulnerability exists

* Often occurs after exploit proofs
exist

* Scales linearly while discovery
scales exponentially

* You cannot “prioritize” your way out
of a scaling mismatch

* While patches will still matter they
can no longer be a primary defense

Code Written Vulnerability Exists Exploit Proof Available Patch Deployed



* \We Act Like Vulnerabilities = Risk

The Hldden * Butin reality:

* Vulnerabilities only matter if they can compose into control,

Assumptlon We’ve movement, or impact

* Adefectwithout a path is noise

Been Maklng * Risklivesin graphs, not CVEs

Risk Lives in Graphs, Not CVEs

CVE Inventory
Credentialed Attack Path

CVE-2024-1234

CVE-2023-9876

Initial Access——Bhish Creds bocal Admir——ABsCompromise——Ransomware

CVE-2022-4567

CVE-2021-7788

CVEs are potential inputs; attack paths are mandatory



 Path Erasure: A Subtractive Model

Path erasure is the deliberate removal of:

Introducing tho de
* Trustrelationships
* Implicit privilege transfers
Pat h E ra S u re * Lateral movement opportunities

* Exploit chaining surfaces

* For example, there is almost never a legitimate need for a browser to launch a
command prompt, Powershell, WMI, etc

* Removing the possibility of this occurring eliminates entire attack paths whether
the browser is fully patched or not

Path Erasure Example: Browser = Shell
Before Path Erasure After Path Erasure

Edge removed

[

Browser ——Shell (cmd / pwskh—#ocal Admir———B®main Contro Browser Shell (lcmd / pwsh) Local Admin Domain Contro

Prevent vulnerabilities from becoming attacks—even when exploited



Vulnerabilities Are Sparks — Architecture Determines Fire

Vulnerabilities (Sparks) Architecture Permissive Architecture Constrained Architecture

4

No Impact

v

* Vulnerabilities are sparks

“Non-Conductive” . Architectgres define whether sparks ‘
become fires

Systems /
o



Compromised Workstation # Credential Theft

What usually goes wrong
In most environments:

* A compromised workstation > memory

access
Memory access > LSASS extraction

LSASS > cached hashes / tokens

Credentials » lateral movement
everywhere

That implicit chain is notinevitable. It
exists because of design choices.

Key Insight:
With path erasure the machine is lost. The
credentials are not.

Path erasure example: Hardened
LSASS

Run LSASS as a protected process
(PPL)

Disable legacy credential caching

Enforce Credential Guard / VBS
isolation

Remove the ability for non-trusted
binaries to access credential memory

Block unsigned code from interacting
with authentication subsystems

The workstation can be fully .
compromised but credential material
never becomes available



Code Execution # Lateral Movement

What usually goes wrong Path erasure example:

Traditional security assumes: Process-level execution constraints
* Code execution = movement * Prevent user-facing apps #browser,
opportunity email client, PDF reader) from
* Process execution = pivot spawning:
P * shells (cmd, PowerShell, bash, zsh)
* Shell = network reach * management tooling (wmic, sc.exe,
net.exe)

* Enforce child-process allow-lists

. * Enforce per-process network policy
Key Insight (no inbound, no east-west)

Execution is an event. Movement is a privilege. . ..
* Remove implicit trust between

Path Erasure removed the edge, even if the exploit .
could not be patched execution context and network
movement




Path Erasure Rate (PER): Measuring Real Risk
Reduction

* What PER Measures
e Structural risk removal

* Reduction in attacker optionality » sl [allecTs
* Architectural efficacy — not activity Tore i Tap Teugs e
* What PER Ignores
* CVE counts

* Patchvelocity
* Alertvolume

THE PATH ERASURE RATE (PER) - Engineering Stability

=S

* Aleading metric, not a lagging one

* Progressis fewer reachable paths, not fewer CVE
findings

Surgical Path Vahdated Environmental
Deletion Resilience Feature Map Command

* PERdoes notrequire perfect enumeration — it tracks
relative collapse of reachable paths over time.

e Submitted to OWASP for evaluation and
standardization



The Law of Subtractive Risk

e Law

* Security improves fastest by removing attack
paths,

* not by adding reactive controls.

* Subtractive security reduces system degrees of
freedom

* Implications [ i 1
* Additive security increases complexity and 0 R

failure modes e

* Fewer paths beats faster reaction

e Conclusion

* The quietest environments are the safest
* Silence is verified evidence, not neglect



What Changes in a
Post-Patching Era

e Patches Still Matter—Just Not First

* Primary defenses:
* Path elimination
* Privilege minimization
* Deterministic network and identity
boundaries
* Secondary controls:
* Patching
* Detection
* Response

/ e—
"validated
sentinel '

HIGH-FIDELITY

ALERTING

"validated sentinel

Y HRRDENINGICIRY

B

INSULATIONS

|

ELIMINATION /

/ Network paths

W
VAN

‘mundane steps '

ARCHITECTURAL DELETIO

Sealed vault

Tertiary

Secondary

Primary

" Fixed pipes '



Why This Scales Better
Than “Find & Fix”

Infinite Vulnerabilities Finite Attack Paths
Defects Grow Faster Than We Can Fix Them Paths Collapse Faster Than New Defects Appear
More Bugs...
. ® () More Findings...
* One architectural change can remove g ."0 o o7
thousands of exploit possibilities 2 o
@
. . o &
e Control efficacy improves even as s .0 ° 4 Edge Removed
: o s oty
defect countincreases \ o
Qo ‘ . ,l, Browser ter\d 5 ocal Admi Control
* Security effort shifts from backlog
management to design optimization
d Path eraSU re WorkS in a World Of infinite Too Many to Fix Path Erased
vulnerabilities. Defects grow faster than Once a Path Is Gone, It Stays Gone.

we can fix them, but paths collapse
faster than new defects appear. Once a
path is gone, it stays gone.



Implications for
Financial Institutions From Firefighting o Engineering

Firefighting Engineering

Responding to Symptonas Paths Collapse Faster Than New Defects Appear

More Bugs...
More Findings...

* Regulatory resilience improves (less
dependence on patch emergencies)

* Ransomware blast radius collapses

* Third-party and zero-day exposure
becomes tolerable, not catastrophic

¢ SeCurity teams Shift from firefighting | Responding to Symptom y Eliminiting Causes
to engineering

* Attacker economics are changed to
make an organization a less
desirable target

Ve




* Quiet environments are not neglect; they are evidence

Progress Is Not
~ewer Findings —
t’'s Fewer Paths

* Reduced attacker optionality is the metric

* Silence becomes measurable signal

Reduced Attacker Optionality

0.00' 'wllhl'l“

S
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Post Patching is THE SCIENCE
NOT No Patching OF SILE

Subtractive Security and
the Physics of Defense

(OPERATIONAL |

tis: | STABILITY
Archltec’fure first | | T
* Subtraction over accumulation | 789 DAYS
e Systems thinking over alert | - SINCE OUR LAST

consumption : ALERT |

* Al didn’t break security.

* |t exposed which parts never scaled.

Christopher Frenz
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